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Abstract- Visual secret sharing (VSS) is a kind of encryption, 

where secret image can be decoded directly by the human 

visual system without any computation for decryption.  Secret 

image is reconstructed by simply stacking the shares together. 

Steganography using visual secret sharing (SVSS) is an 

improved version of visual secret sharing where it embeds the 

random patterns into meaningful images. One of the 

applications of SVSS is to avoid the custom inspections, 

because the shares of SVSS are meaningful images, hence 

there are fewer chances for the shares to be suspected and 

detected. The disadvantage of VSS is that the interceptors are 

able to identify that the secret image has been encrypted. 

Therefore we propose a method so that it is difficult for the 

interceptors to know about the presence of the shares. In this 

Paper, The secret image is encrypted by the corresponding 

VSS, and then we embed its shares into the covering shares.  

Keywords-component;Visual secret sharing (VSS), 

Steganography using visual secret sharing SVSS, Visual 

cryptography (VC) 

 

I. INTRODUCTION 

 

Secret sharing is to divide the information into pieces, so that 

qualified subsets of these shares can be used to recover the secret. 

Intruders need to get access to several shares to retrieve the 

complete information. Similarly, they need to destroy several 

shares to destroy the whole information. The concept of secret 

sharing was independently introduced by Shamir [1]. An example 

of such a scheme is a k-out-of-n threshold secret sharing in which 

there are n participants holding their shares of the secret and 

every k (k ≤ n) participants can collectively recreate the secret 

while any k-1 participants cannot get any information about the 

secret.  

 

The need for secret sharing arises if the storage system is not 

reliable and secure. Secret sharing is also useful if the owner of 

the secret does not trust any single person [2-4]. Visual secret 

sharing is one such method which implements secret sharing for 

images [5]. This technique was introduced by the Naor and 

Shamir in 1994.Visual Secret Sharing is a field of cryptography 

in which a secret image is encrypted into n shares such that 

stacking a sufficient number of shares reveals the secret image[6].  

In VSS the shares generated contains only black and white pixels 

which make it to difficult to gain any information about the secret 

image by viewing only one share.The secret image is revealed 

only by stacking sufficient number of shares. There are different 

types of visual secret sharing schemes, like 2-out-of-n, n-out-of-n 

and k-out-of-n.In n-out-of-n scheme n shares will be generated 

from the original image and in order to decrypt the secret image 

all n shares are needed to be stacked[7-10].  In this paper,when 

we refer to a corresponding VSS of an SVSS, we mean a VSS 

that have the same access structure with the SVSS. Generally, an 

SVSS takes a secret image and 2 original share images as inputs 

and n outputs.There have been many SVSSs proposed in the 

literature. Visual secret sharing & biometrics methods have their 

own drawbacks. By using the Visual Cryptography for biometric 

authentication technique avoids data theft [11-12]. 

 

This paper is organized as follows. Section II introduces the 

fundamental principles of VSS, based on which our method is 

proposed. Section  III explains about proposed SVSS.Section IV 

shows our proposed method of steganography using VSS. 

Finally, conclusions are drawn in section V. 

 

II. VISUAL SECRET SHARING SCHEMES 

  

Basic Model 

Consider a set Y = {1, 2 . . .n} be a set of elements called 

participants. By applying set theory concept we have 2
Y
 as the 

collection subsets of Y.  

 

Let ΓQ⊆ 2
Y 

and ΓF⊆ 2
Y
, where ΓQ ∩ ΓF = θ and   ΓQ U ΓF = 2

Y
, 

members of ΓQ are called qualified sets and members of ΓF are 

called forbidden sets. The pair (ΓQ, ΓF) is called the access 

structure of the scheme. 

 

ΓO can be defined as all minimal qualified sets:  

ΓO = {A∈ ΓQ:A
1 ∉ ΓQ for all A

1 ⊂A} 

ΓQ can be considered as the closure of ΓO.  ΓO is termed a basis, 

from which a strong access structure can be derived. 

Considering the image, it will consist of a collection of black 

and white pixels. Each pixel appears in nshares, one for each 

transparency or participant. Each share is a collection of m 

black and white sub-pixels. The overall structure of the 

scheme can be described by an n x m (No. of shares x No. of 

subpixels).Boolean matrix S = [S ij], where Sij= 1 if and only if 

the j
th

subpixel in the i
th

 share is black. 

 

Sij= 0 if and only if the j
th

subpixel in the i
th

 share is white. 

Following the above terminology, let (ΓQ, ΓF) be an access 

structures on a set of nparticipants. A (ΓQ , ΓF,  α)- VSS 

with the relative difference α  and set of thresholds   1≤ k ≤ m 

is realized using the two n x m basis matrices SW and Sbif the 

following condition holds[14]:  

 

1. If X = { i1, i2, ………ip } ∈ ΓQ  ,    then the “or” V  of rows i1, 

i2, ……ip of Swsatisfies  H(V) ≤ k - α.m, whereas, for Sb it results 

that H(V) ≥ k. 

2. If  X = { i1, i2, ………ip } ∈ ΓF , then the two p x  m matrices 

obtained by restricting Swand Sb to rows i1,i2, ………ip are 

identical up to a column permutation.The first condition is 

called contrast and the second condition is called security. The 
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collections Cw and Cb are obtained by permuting the columns of 

the basis matrices SW and Sb in all possible ways. The 

important parameters of the scheme are: 

1. m, the number of sub pixels in a share.i.e blowing 

factor (pixel expansion). This represents the loss in 

resolution from the original            image to the shared one. 

The m is computed using the equation:  

m = 2
n-1

                                                                     (1)  

2. α, the relative difference, it determines how well the original 

image is recognizable.The α to be large as possible. The 

relative difference α is calculated using the equation: 

α = | n b- nw| / m                                                               (2) 

wherenband nwrepresents the number of black sub pixels 

generated from the black and white pixels in the original image.  

3. β, the contrast. The value β is to be as large as possible. The 

contrast β is computed using the equation: 

β = α.m                                                                   (3) 

The minimum contrast that is required to ensure that the black 

and white areas will be distinguishable if β ≥ 1. 

 
Encryption of shares 

In order to generate the shares in the 2-out-of-2 scheme. 

Considering the following Fig. 1 we can generate the basis matrix 

 

 
Basis Matrices Consruction. 

 

The basis matrices are given as: 

 

Sw = [
  
  

]   and Sb = [
  
  

] 

 

In general if we have Y= {1, 2} as set of number of participants, 

then for a creating the basis matrices Sw and Sb we have to apply 

the odd and even cardinality concept of set theory.  For Swwe will 

consider the even cardinality and we will get ESw = {Ө, {1, 2}} 

and for Sb we have the odd cardinality OSb = {{1}, {2}}. In order 

to encode the black and white pixels, we have collection matrices 

which are given as: 

Cw = {Matrices obtained by performing permutation on the 

columns of[
  
  

]} 

Cb = {Matrices obtained by performing permutation on the 

columns of  [
  
  

] } 

 

So finally we have, 

 

Cw = { [
  
  

]    [
  
  

]} 

 

Cb = { [
  
  

]      [
  
  

]} 

Now to share a white pixel, randomly select one of the 

matrices in Cw, and to share a black pixel, randomly select one 

of the matrices in Cb. The first row of the chosen matrix is used 

for share S1 and the second for share S2. 
Decryption of shares 

 
Fig 2(a) Original image 

 

 
Fig 2(b) Share 1 

 

 

 
Fig 2(c) Share 2 

 

 
Fig 2(d) Decrypted image 

 

VSS Scheme: 

 

The Fig. 2 shows the stacking of the shares. Fig 2(a) shows the 

original image, Fig 2(b) and Fig 2(c) are the shares generated 

from the original image. Fig 2(d) shows the decrypted image after 

stacking the two shares. From the Fig 2(d) Decrypted Image. 

 

III.  STEGANOGRAPY USING VISUAL 

CRYPOGRAPHY 

 

Generating covering shares using Halftoning 

In order to deal with the gray-scale images, the halftoning 

technique was introduced into the visual secret sharing. The 

halftoning technique (or dithering technique) is used to convert 

the gray-scale image into the binary image. This technique has 

been extensively used in printing applications which has been 

proved to be very effective. Once we have the binary image, the 

SVSS can be applied directly. 

 

The halftoning process is to map the gray-scale pixels from the 

original image into the patterns with certain percentage of black 

pixels. The halftoned image is a binary image. However, in order 

to store the binary images one needs a large amount of memory. 

A more efficient way is by using the dithering matrix. The 

dithering matrix is a integer matrix, denoted as D. The entries, 

denoted as Di,j of the dithering matrix are integers  which stand 

for the gray-levels in the dithering matrix.We take n gray-scale 

original share images, denoted as I1,I2,…….,In , as the inputs, and 

output n binary meaningful shares s1,s2,…..,sn, where the stacking 

results of the qualified shares are all black images, i.e., the 

information of the original share images are all covered. 
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Generating Embedding transparencies in to covering shares 

Suppose the size of each covering share is p*q. We first divide 

each covering share into (pq)/t  blocks with each block containing 

t subpixels, where t>=m . In case pq is not a multiple of t, then 

some simple padding can be applied.  We choose m positions in 

each t subpixels to embed the m subpixels of m.  In this project, 

we call the chosen m positions that are used to embed the secret 

information the embedding positions. In order to correctly decode 

the secret image only by stacking the shares, the embedding 

positions of all the covering shares should be the same. At this 

point, by stacking the embedded shares, the (t-m) subpixels that 

have not been embedded by secret subpixels are always black, 

and the m subpixels that are embedded by the secret subpixels 

recover the secret image as the corresponding VSS does. Hence 

the secret image appears. 

 

IV.  PROPOSED METHOD 

 

Results 

 
Fig3 (a) Original Image 

 

   
 

Fig3 (b) Encrypted Shares using VSS 
 

  
 

Fig (c) Covering shares 
 

   
 

Fig (d) Shares (obtained from VSS) are embedded into the Covering images 

(Halftone Images) 

 
 

Fig3 (e) Decrypted Image using SVSS 

 

Streganography using VSS: 

 

Analysis of the results   

Original image, Fig 3(b) shows encrypted shares using VSS, Fig 

3(c) shows meaning full images used as covering shares, Fig 3(d) 

shows haftoned Images of  fig 3(c) which are  embedded with Fig 

3(b) and Fig 3(d) shows decrypted Image using.Meaningfull 

shares are trasmitted instead of dotted black and white shares in 

SVSS . 

 

Compared to Fig.2 the shares and decrypted image size are same 

as original image size and XOR operation is used to recover the 

secret image instead of OR operation. 

 

Algorithm of the Proposed Method Encryption 

 

Load the image  

Create M0 ,M1 

for each pixel p in SI:  

{  

if (p is black)  

 r = a random permutation of the columns of M1 

else 

 r = a random permutation of the columns of M0 

for each participant i:  

{  

where pixels j if (ri, j = =1)  

subpixel=black  

else 

subpixel= white. }  

} 

 

Generating covering shares 

Dithering matrix D of size (c*d) 

for i=0 to c-1 do& 

for j=0 to d-1 do 

if g<=Dij 

then print black pixel at position(i,j) 

else 

print white pixel at position (i,j) 

 

Embedding 

Step 1: Divide the covering shares into blocks thatcontain t sub 

pixels each. 

Step 2: Choose m embedding positions in each block in the n 

covering shares. 

Step 3: For each black pixel in SI, randomly choose a share 

matrix M1 ε C1. 

Step 4: For each white pixel in secret image, randomly choose 

another matrix M0 ε C0 
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Step 5: Embed the m sub pixels of each row of the share matrix 

M into the m embedding positions chosen in Step 2 

 

Decryption 

Load the Shares.  

if (share file==Null)  

print (“No file”)  

else if (Image==Null)  

print (“Image not present”)  

else 

{ 

Set the dimensions combine the shares  

}  

 

Architecture of the proposed method   

          

 
  

Architecture of the proposed method 

 

V. CONCLUSION 

 

In this paper ,we presented a new approach where the input is the 

secret image to be shared and the output is n shares to be shared 

among n participants.  These shares are random black and white 

patterns which reveal no information about the original secret 

image. Secret image is covered with n meaningful images and 

output are  n covering shares. These shares are binary images.The 

shares (obtained from VSS) are embedded  into the meaningful 

images to obtain covering shares. To get back the secret images at 

least k-out-of-nshares are stacked one upon the other.Construction 

of SVSS which was realized by embedding the random shares 

into the meaningful covering shares. The shares of the proposed 

scheme are meaningful images and the stacking of a qualified 

subset of shares will recover the secret image visually. SVSS 

technique can be used for secure iris authentication , face 

privacy,etc. 
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